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Abstract—Explicit congestion notification (ECN) is a signaling
mechanism that enables a router along the network path between
a sender and receiver to mark packets for signaling incipient
congestion [1]. More than a decade ago, Bauer et al. characterized
the extent of ECN adoption on the Internet [2] and a few years
later Trammell et al. extended that analysis [3]. Since then,
the Internet has evolved substantially. Today, most operating
systems support ECN, IPv6 has been widely deployed, and new
technologies that build on ECN, such as L4S, have emerged.
These changes naturally motivate the need to revisit the study
of ECN adoption. We, hence, revisit and extend the two key
ECN characterization efforts. We find that the majority of
Internet service infrastructures are ECN-aware, although a non-
trivial fraction of hosts, routers, and middleboxes bleach ECN
bits. Many hyper-giants, unfortunately, bleach ECN bits along
the path, which has substantial implications for the use of
technologies such as L4S. In this study, we also note that IPv6
endpoints and paths generally show stronger support for ECN
than those using IPv4.

Index Terms—ECN, L4S, congestion

I. INTRODUCTION

Explicit congestion signaling has been a long-standing
goal in transport protocol design. Source Quench [4] and
DECbit [5] are among the earliest such efforts. ECN, which
was introduced in 2001 [1], has, however, emerged as the
standardized solution. With ECN, senders mark packets with
ECT (0) or ECT (1) in the IP ToS field; transport protocols
such as TCP negotiate ECN capability via header flags during
connection setup. Routers with ECN-capable active queue
management (AQM) mark the CE bit to signal incipient
congestion; the receiver echoes this mark to the sender, and
the sender reduces its rate to avoid packet loss.

Bauer et al. conducted the first extensive characterization
of ECN adoption on the Internet more than a decade ago [2];
Trammell et al. extended that analysis a few years later [3].
Since then, ECN has become integral to key innovations in
the transport layer—from new congestion control algorithms
(CCAs) to low-latency architectures. Whether these innova-
tions can deliver on their promise depends critically on broad
ECN support across endpoints and the network, making a
reassessment of ECN adoption both timely and significant. We
discuss two prominent examples to illustrate this dependence.

* Novel low-latency architecture ~ The Low Latency, Low
Loss, and Scalable Throughput (L4S) architecture, standard-
ized in 2023 [6], targets extremely low-latency applications
such as cloud gaming and virtual, augmented, and extended
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reality. L4S builds fundamentally on ECN, and without ECN-
aware endpoints and ECN support from routers, L4S cannot
deliver on its low-latency promise.

* Modern congestion-control algorithms  Google intro-
duced the Bottleneck Bandwidth and Round-Trip Time (BBR)
CCA in 2016, and recent measurement studies show that BBR
now carries a significant fraction of Internet traffic [7], [8].
BBRv3, the latest version, uses ECN to improve performance
on L4S-enabled paths [9], [10]—its benefits therefore depend
on broad ECN support across the network.

IPv6 adoption has grown substantially, with IPv6 now
accounting for a significant share of the Internet traffic [11],
[12]. Recent work also shows that IPv6 paths are generally
less susceptible to middlebox interference than IPv4 [13].
ECN support may, hence, differ across the two protocol
versions. Studying ECN adoption from both IPv4 and IPv6
perspectives is, therefore, essential for an accurate picture of
ECN’s usability in today’s Internet. Widespread ECN support
could also enable an Internet-wide congestion map [14]—a
valuable tool for operational and measurement research.

In this paper, we reassess the state of ECN adoption on
the Internet from the perspectives of service infrastructure,
Internet paths, and client networks across IPv4 and IPv6.

e Service Infrastructures  Today, Content Delivery Net-
works (CDNs) deliver most content that end users consume,
yet a decade ago, many CDNSs (or hyper-giants) did not support
ECN. We therefore measure ECN support among CDNs on
the Internet and along paths between a diverse set of vantage
points and “edge” servers of such hyper-giants. Due to Internet
centralization, ECN support along paths between end users and
hyper-giants’ infrastructure could have substantial implications
for the fair and efficient use of the Internet.

e Internet Paths ~ 'We examine whether ECN support differs
between IPv4 and IPv6 paths and identify the networks or
configurations where such divergences arise. Such divergences
may also reveal infrastructure sharing between IPv4 and
IPv6 deployments—an insight with implications for network
measurement and topology mapping.

* Client Networks  Network element interference, par-
ticularly in end-user networks, poses a key challenge for
ECN adoption. We characterize this interference across mobile
and Internet service provider (ISP) networks and provide a
longitudinal view of ECN adoption.
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Figure 1: Overview of our methodology, comprising an active approach (left) to assess current ECN awareness across servers
and network paths, and a passive approach (right) for longitudinal analysis.

We summarize our contributions as follows.

* We characterize ECN support across web-serving in-
frastructure and find that, while most are ECN-aware, many
hyper-giants bleach ECN bits along the path—with substan-
tial implications for technologies such as L4S.

* We examine ECN support along Internet paths across
IPv4 and IPv6 and find that IPv6 paths generally exhibit
stronger ECN support, with divergences revealing potential
infrastructure sharing.

* We characterize ECN support in mobile and ISP net-
works and provide a longitudinal view, showing a notable
increase in ECN-aware connections, particularly over IPv6.

* We publicly release all measurement datasets, tools, and
supplementary results at https://inet-ecn.mpi-inf.mpg.de/.

The rest of this paper is organized as follows. In §1I, we de-
scribe the datasets, measurement tools, and methodology used
for both the active (§II-A) and passive (§II-B) analyses. We
investigate ECN support at the endpoint level (§ III) from the
perspectives of ECN awareness (§11I-A), compliance (§ III-B),
and network-level support across ASes (§ III-C). We then
focus on path-level support (§ IV), where we analyze ECN
bleaching along paths towards web servers and IPv6 Hitlist
targets (§ IV-A) as well as random IP addresses selected
from BGP prefixes (§ IV-B). Finally, in § V, we complement
the active measurements with passive datasets to present a
longitudinal view of ECN adoption.

II. METHODOLOGY

Fig. 1 provides an overview of our measurement methodol-
ogy. We apply two complementary approaches: active mea-
surements to assess current ECN awareness and adoption
across servers and network paths, and a passive approach for
longitudinal analysis.

A. Active Approach

We use active measurements to characterize ECN awareness
among web servers and network element interference along
Internet paths.

Vantage points We use seven vantage points, all Amazon
AWS servers, spanning all continents: Asia (India), Europe
(Sweden), South America (Brazil), Oceania (Australia), Africa
(South Africa), and North America (with two locations in the

United States). While AWS infrastructure may introduce bias
in path analysis [15] and primarily offers a server-to-server
perspective, we mitigate this bias by cross-checking results
across vantage points and by extending our target selection to
random addresses from BGP prefixes, enabling measurement
towards potential client addresses.
Measurement tools  To measure ECN awareness among web
servers, we use PathSpider [3] with the ECN plugin. The
tool probes (i.e., makes an attempt to connect) each server
twice—once soliciting ECN support and once without—and
classifies the outcome into one of three categories. When
both probes succeed, it deems the probe a success. When
exactly one of the two probes fails, it treats the outcome as
a failure. In practice, the failing probe is almost always the
one soliciting ECN support. Lastly, when both probes fail,
it labels the outcome as offfine, indicating that the server
is unreachable. For endpoints that successfully establish a
connection soliciting ECN support, PathSpider inspects the
ECN negotiation (cf. §6.1.1 of [1]). The negotiation reveals
one of three possibilities:

I. the server responds with ECN-compliant flags, complet-
ing a well-formed ECN-enabled TCP handshake;
the server merely echoes the ECN flags in the client’s
SYN packet; or
the server completes the handshake but sets no ECN-
related flags.
PathSpider marks the server as ECN-aware only in the
first case; for the rest, it marks the server as ECN-unaware.

For path measurements, we employ Scamper [16], a tool
designed to probe networks at Internet scale. To minimize the
impact of load balancers, we use Paris-style traceroute
and scan routes under all ECN settings defined at the IP layer
(i.e., No ECT, ECT(0), ECT (1), and CE).
Tranco list We retrieved the top 1 million domains from
the Tranco list [17], generated on September 29, 2025. We
did not filter out any domains, including those associated
with malware, spyware, or adult content. The list spans 2639
unique top-level domains (TLDs), with approximately 41%
of domains belonging to .com. The next two most frequent
TLDs were .cn and .net, accounting for 6.6% and 4.8% of
the domains, respectively.
University websites  We augmented the Tranco list with
a dataset of university domain names from around the
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world [18], fetched on July 10, 2025. Unlike commercial
websites, university websites are likely served from smaller
networks and managed by administrators more attuned to
network research, providing a complementary perspective on
ECN support. The dataset contains 1955 US and 7719 non-US
university domains. Websites of US universities typically use
the .edu TLD, while non-US universities span 313 different
TLDs. We successfully resolved 1672 (85.5%) US and 6072
(78.7%) non-US university domains. In terms of network
coverage, the serving infrastructure of US universities spans
1877 prefixes, while that of non-US universities spans 5962—
more than three times as many.

Enumerating the serving infrastructure  Rather than re-
solving domain names to one or two IP addresses, we sought
to enumerate the serving infrastructure as comprehensively as
feasible. To this end, we used ZDNS [19], a modular, open-
source DNS resolver toolkit designed for resolving millions
of domains efficiently. We configured ZDNS to resolve each
domain name in our dataset using 17 different EDNS client
subnet (ECS) queries, each with a different /24 subnet, from
a single vantage point in Europe. Each subnet corresponds to
an IP address from a well-known European VPN provider.
We further issued these queries against two public recursive
DNS resolvers, Quad9 and Google. In aggregate, we issued
34,328,916 DNS queries. Each additional ECS query reveals
a non-trivial number of /24 IPv4 and /48 IPv6 prefixes,
although the fraction of newly discovered prefixes diminishes
gradually. For enumerating the different networks, however, a
few ECS prefixes suffice for the most part. Of the 1,003,876
domains in our dataset, 893,947 (89.0%) resolved to at least
one IP address. Of these, 268,979 (30.09%) resolved to both
IPv4 and IPv6 addresses; 624,805 (69.89%) resolved only
to IPv4 addresses, while a small fraction (0.02%, or 163
domains) resolved only to IPv6. We merged these web server
endpoints with those from the IPv6 Hitlist (described below)
and analyzed which subset of this serving infrastructure is
ECN-aware.

Arbitrary prefixes list We used the RIPE Routing Informa-
tion Service (RIS) to collect active BGP prefixes for IPv4 and
IPv6, based on a September 30, 2025 snapshot from a DE-CIX
route collector. To increase path diversity, we supplemented
these with prefixes from inetnum objects in the Internet
Routing Registry (IRR), which often includes more specific
prefixes than typical BGP announcements (usually /24 for
IPv4 and /48 for IPv6). We combined both sources and
selected one random address per prefix to construct our target
list. In our path analysis, we only considered traces that
reached a responsive destination.

IPv6 Hitlist From the Tranco top 1 million and university
datasets, we extracted 1,437,546 unique IPv6 addresses. To
broaden our coverage when assessing ECN awareness of IPv6
servers, we additionally used the IPv6 Hitlist [20], [21], [22].
Since ECN is primarily defined for TCP, we used the list
of TCP-responsive servers on port 443. The snapshot we
downloaded on September 27, 2025 contains 1,625,874 unique
IPv6 addresses spanning 87,524 /48 prefixes. The IPv6 Hitlist

overlaps with the combined Tranco—university set by only
about 1% (Jaccard similarity: 0.005), while contributing eight
times as many prefixes and covering 63.5% of the prefixes
in the combined list. The Hitlist contains 10,472 autonomous
system numbers (ASNs), roughly half the number observed in
the combined IPv6-only lists, with 58.0% already covered by
the other datasets.

From prefixes to autonomous systems (ASes), and to organi-
zations  We mapped IP addresses and prefixes to ASNs using
pyasn [23] and subsequently mapped ASNs to organizations
using the AS-to-Organization [24] and GeoLiteASN [25]
datasets. We provide additional statistics in Appendix B.

B. Passive Approach

Active scanning reveals the current level of ECN adoption
and awareness on Internet paths and serving infrastructure.
We complemented this perspective by investigating ECN usage
signals in passive traces, providing a longitudinal view of ECN
adoption in the Internet.

MAWI  To characterize ECN usage on a network under load,
we used the open-access MAWI dataset [26], which provides
daily traces captured at the WIDE backbone’s transit link to
its upstream ISP. At Samplepoint-F, these traces consist of 15-
minute anonymized packet captures collected daily since 2006.
For our analysis, we obtained 222 snapshots—one per month,
taken on the third Thursday—from January 2007 through July
2025.

M-Lab NDT  Measurement Lab (M-Lab) [27] developed
the Network Diagnostic Tool (NDT), an Internet speed test
platform that measures application-level download and up-
load performance using WebSocket over a single TCP con-
nection. In addition to high-level statistics such as band-
width and delay, M-Lab records server-side socket metrics
via TCP_INFO for each measurement entry and makes all
collected data publicly available. Relevant to our study are
TCPI_OPT_ECN, which indicates whether ECN was negoti-
ated, and TCPI_OPT_ECN_SEEN, which indicates that an
ECN-capable transport was actually used. Analyzing these
metrics allowed us to characterize ECN-awareness of client
endpoints by examining how frequently ECN is negotiated in
hard-to-measure networks such as residential ISPs and mobile
networks, over both IPv4 and IPv6.

III. ENDPOINT SUPPORT FOR ECN

We examine ECN-awareness of web servers and IPv6 Hitlist
targets and characterize ECN support at both the endpoint and
network levels.

A. On ECN Awareness

We characterize the ECN-awareness of web-serving infras-
tructure over both IPv4 and IPv6, using the geographically
diverse vantage points described in § II-A. Fig. 2 plots the
counts of IP addresses that successfully negotiate ECN with
our client, as a function of the number of vantage points
from which we observe each outcome. In 94.37% (93.66%)
of cases, IPv4 (IPv6) destinations successfully negotiate ECN
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Figure 2: Counts of IP addresses that successfully negotiate
ECN, as a function of the number of vantage points from which
we observe that outcome. Most web servers negotiate ECN
regardless of vantage point location; a small but non-trivial
fraction consistently fail to do so.

regardless of client location. Put differently, for most web
servers, routers or middleboxes along the path do not appear
to interfere with the ECN mechanism.! A small percentage
(1.98% and 3.40%) of IPv4 and IPv6 addresses of the serving
infrastructure we measured consistently fail to negotiate ECN.
More concretely, our vantage points, irrespective of their
location, successfully established a connection with the server
in these cases but failed to negotiate ECN support.

Tranco  Of the 600K IPv4 and 1.4 million IPv6 addresses
corresponding to domains in the Tranco list (§ II), we suc-
cessfully connected from at least one vantage point to 70.9%
of IPv4 and 97.7% of IPv6 addresses (see Tab. I). We
found more IPv6 addresses than IPv4 addresses and ob-
served far fewer offline IPv6 servers (2.3%) than IPv4 servers
(29.0%). Failures—where only one of the two connection tests
succeeds—were rare. Of the servers we successfully connected
to, 97.98% (99.97%) of the IPv4 (IPv6) servers were ECN-
aware. While 1.91% of IPv4 web servers were ECN-unaware,
virtually none of the IPv6 web servers were.

University web sites ~ We compared the ECN-awareness of
university web servers with that of Tranco web servers. Our
observations for the Tranco list largely held for university
servers as well: We observed higher connection-success rates
and a higher prevalence of ECN-aware servers over IPv6 than
over IPv4. In the case of U.S. university websites, we observed
a substantial number of connection failures over IPv4, but
not over IPv6. IPv6 paths are less susceptible to middlebox
interference than IPv4 paths [28], which likely accounts for
this difference. Nearly all IPv6 web servers (i.e., more than
99%) were ECN-aware, whereas a small fraction of IPv4 web
servers (i.e., about 2.6 — 3.6%) were ECN-unaware.

IPv6 Hitlist  Although we established connections with most
IPv6 addresses in the Hitlist (93.96%), ECN-awareness was
less prevalent (89.9%) there than in the other IPv6 datasets.
Unlike the other three datasets, the IPv6 Hitlist does not
comprise only web servers, which likely explains the lower
ECN-awareness.

'We defer the detailed investigation of ECN support along the path (i.e.,
in routers and middleboxes) until later (§IV).

Takeaways. = Most web servers and endpoints are ECN-
aware, and network elements along the path rarely interfere
with ECN negotiation. We observed higher connection-
success rates and a higher prevalence of ECN-awareness
over IPv6 than over IPv4, for both web servers and end-
points.

B. Beyond ECN Awareness

After determining that an endpoint is ECN-aware,
PathSpider issues an HTTP GET request for the docu-
ment root; the endpoint responds with either content or an
error (HTTP status codes in the 400 range). In either case,
PathSpider inspects the response packets for ECN flags in
the IP layer to determine whether the endpoint’s behavior is
protocol-compliant.

The simplest ECN compliance test checks whether the code-
point ECT (0) or ECT (1) is present in all packets following
a successful ECN-enabled TCP handshake. 3.26% of the IPv4
web servers failed this basic test. In contrast, only a marginal
fraction of the IPv6 web servers (at most 0.5%) failed. The vast
majority of ECN-aware web servers responded with packets
containing the ECT (0) codepoint, with higher compliance
for IPv6 than for IPv4. The endpoints in the IPv6 Hitlist
are quite unlike IPv6 web servers: Only 38.46% generated
ECN-compliant responses after successfully negotiating ECN;
a substantial fraction of the IPv6 Hitlist endpoints were non-
compliant. Since the Hitlist does not comprise only web
servers, this observation may reflect implementation bugs or
ECN-unaware network elements on the reverse path.

We also checked for the CE flag in the responses; it appears
only when a packet traverses a router with an ECN-aware
queue—such as RED or CoDe 1—that experiences congestion.
We rarely observed this flag.

Takeaways.  The ECN implementations of a small but
non-trivial fraction (3.26%) of IPv4 web servers are non-
compliant with the standard [1]: they set no ECN flags after
a successful ECN negotiation. Measuring ECN-awareness
alone is therefore insufficient for characterizing ECN adop-
tion. IPv6 web servers show far better compliance, with at
most a marginal fraction (0.5%) falling into this category.
In sharp contrast, nearly half (49.03%) of IPv6 Hitlist
endpoints set no ECN flags, and fewer than two in five
(38.46%) generate compliant responses—suggesting they
are not ideal for characterizing ECN adoption at scale.
They may, however, help reveal lack of ECN support along
network paths between arbitrary endpoints.

C. ECN-awareness of Networks

On average, 3.0% of IPv4 ASes and 17.0% of IPv6 ASes
contained no endpoints that successfully negotiated ECN,
regardless of vantage point location. To characterize ECN-
awareness at the AS level, we computed the ratio of ECN-
unaware [P addresses to the total observed in each AS and
plotted these ratios as a function of the number of IP addresses



Table I: An overview of the ECN-awareness amongst the (web) content serving infrastructure. The columns “Success,” “Offline,”

and “Failure” refer to the connection establishment outcomes.

If one or more vantage points successfully connect to a domain,

we deem the connection (test) to be a success. We declare a server to be offline, only if all vantage points report that state.
The columns “ECNV” and “ECN X” show the percentage of domains that are ECN-aware and ECN-unaware, respectively.
For ECN-aware domains, the last three columns show the percentage of domains for which the client observes no ECN-related
flags (“NoF”), or a valid codepoint (“ECT0” and “ECT1”), or the congestion-experienced marking (“CE”) in the IP headers.
We count a domain to be in “NoF” category only if all vantage points report not observing any ECN flags in the IP layer,
following a successful ECN negotiation. For the remaining three categories of ECN flags in the IP layer, the observations from

any one vantage point suffices.

Dataset #IP-addrs.  Offline  Success Failure @ECNJ/ ECNX  NoF ECT0 ECTI CE
Tranco 614,323 29.02 70.94 0.02 97.98 1.91 3.26 96.25 1.49  0.01
Y World univs. 9,154 24.52 75.45 0.01 97.28 2.65 2.19 97.32 097 0.00
& U.S. univs. 3,174 43.04 56.96 0.00 96.40 3.60 2.12 97.76 0.00 0.00
All 616,020 29.04 70.93 0.02 97.98 1.91 3.26 96.25 1.49 0.01
Tranco 1,434,928 2.30 97.70 0.00 99.97 0.03 0.06 99.91 0.08 0.00
o World univs. 4,158 7.38 92.62 0.00 99.45 0.52 0.50 99.50 0.44  0.00
& U.S. univs. 928 8.41 91.59 0.00 99.88 0.12 0.00  100.00 0.00 0.00
—  IPv6 Hitlist 1,625,874 5.87 93.96 0.00 89.90 5.86 49.03 37.90 0.56 0.03
All 3,045,800 4.01 95.90 0.00 94.71 3.07 24.16 69.36 032 0.01
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Figure 3: The number of IP addresses for which all vantage points consistently observed either (i) successful connections
without ECN but failed connections with ECN, or (ii) successful connections with ECN where the ECN negotiation itself failed.
Top 15 ASNs with the highest number of IP addresses with ECN negotiation failures or broken connections with ECN enabled.
Each bar represents the total number of affected IP addresses per ASN, while the value displayed above each bar indicates

the ratio of failures to the total number of connections.

per IPv4 AS in Fig. 3a and per IPv6 AS in Fig. 3b. The dense
cluster of points in the lower half of each plot shows that most
ASes had low failure ratios, with only a few IP addresses per
AS failing to negotiate ECN. Even excluding ASes with fewer
than 30 observed IP addresses, many ASes still exhibited high
failure ratios.

Very few ASes were completely ECN-unaware, but most
had few observed IP addresses—insufficient to conclude that
they do not support ECN. A few ASes with hundreds of IP
addresses or more, however, still exhibited high failure ratios.
To identify these, we rank-ordered ASes by the number of
ECN-unaware IP addresses and show the top 15 IPv4 and IPv6
ASes in Fig. 3¢ and Fig. 3d, respectively. Per these figures,
several large ASes exhibited high failure rates. More than half
of the IPv4 addresses of Microsoft (AS8075) that we observed
were ECN-unaware. Notably, all IPv6 addresses of Google
(AS15169) that we observed were ECN-unaware. Several
other ASes, each with hundreds of IPv4 or IPv6 addresses,
contained many ECN-unaware endpoints. There was also little

overlap in the rank ordering of IPv4 and IPv6 ASes—the only
exception being Amazon (AS16509), which experienced very
low failure ratios.

Takeaways. Although many hyper-giants were ECN-
aware, some—notably, Google (AS15169)—were consis-
tently ECN-unaware over IPv6. Many large ASes, such as
Microsoft (AS8075), also exhibited high ECN-unaware ra-
tios, suggesting either inconsistent ECN deployment across
their infrastructure or interference from network elements
along the path between our vantage points and endpoints in
these ASes.

IV. NETWORK SUPPORT FOR ECN

We characterized infrastructural support for ECN by in-
specting whether routers along the network path between
clients and servers or other Internet endpoints correctly pre-



Table II: Number of target IP addresses and traceroutes collected per dataset. T All endpoints is the sum of Tranco, university

lists, and IPv6 Hitlist.

Dataset  v4 addrs. v4 traces  v6 addrs. v6 traces Total
Tranco 614,323 17,201,044 1,434,928 40,177,984 57,379,028
World uni-list 9,154 256,312 4,158 116,424 372,736
U.S. uni-list 3,174 88,872 928 25,984 114,856
Hitlist — — 1,625,874 45,524,472 45,524,472
All endpointsT 626,651 17,546,228 3,065,888 85,844,864 103,391,092
BGP Prefixes Rnd. Samples 2,325,519 65,216,340 2,025,845 56,723,716 121,940,056
Total 2,940,445 82,762,568 5,071,643 142,568,580 225,331,148
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Figure 4: Routers or middleboxes bleach ECN-related ToS bits
in only about 10% of paths to targets in the Tranco, university,
and IPv6 Hitlist datasets.

serve ECN-related ToS bits.> We ran Scamper’s Paris tracer-
oute from all vantage points to all targets in our datasets
(see Tab. II), to detect potential bit mangling of ECN-related
ToS bits—ECT (0), ECT (1), and CE. We also ran tracer-
outes without any ECN flags for comparison. From each
vantage point, we conducted four traceroutes per target. We
additionally traced to one random address per prefix in the
BGP prefix and registry datasets (Tab. II).

A. From Vantage Points to All Endpoints

We ran Scamper from our vantage points to all endpoint
datasets: Tranco, university lists, and IPv6 Hitlist. We collected
13,159,671 IPv4 and 64,383,648 IPv6 path traces and re-
tained 8,407,316 (63.9%) IPv4 and 44,509,478 (69.1%) IPv6
traces that reached their destinations. Among these 52,916,794
traces, routers or middleboxes bleached ECN-related ToS bits
in 2,278,845 (4.3%) cases. Bleaching was more prevalent in
IPv4 (560,854 traces, 6.7%) than in IPv6 (1,717,991 traces,
3.9%). Per Fig. 4, routers and middleboxes preserved ToS bits
intact along more than 90% of paths.

We examined our traceroutes to identify where along the
path ToS bits were bleached. We focused only on com-
plete traces—in which all nodes along the path respond to
traceroute—discarding incomplete ones, since non-responding
hops may still alter ToS bits and make the modification point
ambiguous. For each complete trace, we recorded the last hop
that preserved the ToS bits and the first hop that cleared them,
retaining only traces where these two hops were consecutive.
This single-hop-difference constraint prevents inconsistencies
that arise when multiple traces to a given destination follow
slightly different routes and confound the inferences. Fig. 5a

2We use “ToS bits” as a shorthand for ECN-related bits in the To$S field,
referring to only two bits of the byte field.

Figure 5: CDFs of normalized hop positions (normalized by
total path length) where ECN bleaching occurred in IPv4
and IPv6 traces to all endpoints. For IPv4, bleaching is
concentrated in the second half of paths; IPv6 paths show
more varied bleaching locations.

and Fig. 5b show the CDFs of normalized reset-hop locations
for IPv4 and IPv6 traces, respectively. For IPv4, traceroutes
from all vantage points except Brazil showed ECN bleaching
concentrated in the second half of the trace, closer to the
destination AS. The IPv6 CDFs revealed very different be-
havior: Vantage points in Brazil and Australia exhibited steep
increases before the path midpoint, indicating that a substantial
fraction of resets occurred in the middle or earlier portions of
the paths.

Rank-ordering ASes by the frequency with which they
appeared as the first ECN-bleaching hop revealed that a small
set of ASes accounted for most of the bleaching. Twelve99
(AS1299) and Telxius (AS12956) were the dominant net-
works responsible for ECN bleaching in IPv4 paths. Telxius
(AS12956) also contributed significantly to bleaching in IPv6
paths; however, we could not identify the corresponding ASes
for many of the top IPv6-bleaching hops.’

Tab. III breaks down the specific bleaching behaviors ob-
served in network paths that bleach ECN. We only retained
changes that account for at least 1% of the observations.
Resetting ECN-related ToS bits to zero was the dominant
bleaching outcome.

Takeaways.  Most paths preserve ECN-related ToS bits
correctly, with more than 90% of the paths showing no
bleaching. When bleaching occurs, it is more prevalent in
IPv4 than IPv6, often concentrated within a small set of
ASes, and typically involves resetting ToS bits to zero.

3See §C for details on contributing ASes.
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Figure 6: CDFs of normalized hop positions (normalized by
total path length) where ECN bleaching occurred in IPv4
and IPv6 paths to random addresses from BGP prefixes. As
with server paths, bleaching is concentrated closer to the
destination, except from the Brazil vantage point.

Table III: Breakdown of ECN bleaching behavior in paths to
server endpoints (Srv.) and random BGP prefix destinations
(BGP). Column headers denote transitions in the two ECN
bits of the ToS field (e.g., 10 — 00 denotes resetting ECT (0)
to No ECT). Resetting ToS bits to zero is the dominant
bleaching outcome across all datasets.

Dst. Ver. 01—00 10—00 11 —-00 10—01 11— 01
Z 1Pv4 31.19% 30.07% 30.27% 5.08% 2.83%
n IPv6 24.67% 23.22% 24.04% 12.52% 9.09%
é IPv4 27.89% 22.76% 27.45% 4.35% 2.64%
2] IPv6 36.36% 9.09% 40.91% 9.09% 4.55%

B. From Vantage Points to Arbitrary Prefixes

We extended our active measurements to arbitrary desti-
nations not associated with known web servers. We selected
a random address from each routable BGP prefix in our
combined IPv4 and IPv6 datasets and collected 91,455,042
traceroutes—48,912,255 IPv4 and 42,542,787 IPv6 traces. Of
these, 6,210,094 traces—6,005,130 in IPv4 and 204,964 in
IPv6—were complete (i.e., reached their destinations). Among
complete traces, 666,724—656,748 IPv4 and 9976 IPv6—
revealed at least one bleaching hop. As with the server
datasets, more than 90% of paths retained ToS bits intact,
consistent with §IV-A. Fig. 6a shows that bleaching was again
concentrated closer to the destination AS, except for traces
from the Brazil vantage point, where bleaching occurred in
the first half of the route. For IPv6 (Fig. 6b), far fewer traces
reached their destinations, producing discontinuities in the
CDF due to the smaller sample size. No dominant IP address
or AS emerged among those contributing to ECN bleaching.’
Per Tab. 111, bit resets to zero dominated in both IPv4 and IPv6;
the skew in IPv6—particularly for ECT (1) resets—reflects
the smaller number of IPv6 paths exhibiting bleaching.

Takeaways.  The results for arbitrary Internet destinations
are largely consistent with those observed for web servers:
Most paths preserve ECN-related ToS bits, while ECN
bleaching is more prevalent in IPv4 than IPv6 and is
primarily caused by bit resets.

V. LONGITUDINAL VIEW OF ECN ADOPTION

We investigated the evolution of ECN deployment from
two passive-measurement perspectives: a transit-network view
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Figure 7: ECN adoption trends in the MAWI dataset (January
2007 to July 2025): (a) ratio of ECN-enabled to total TCP
handshakes over time, and (b) share of ECN-enabled flows
across flow-size categories.

using the MAWI dataset and a client-network view using M-
Lab data (§II-B).

A. A Transit-network Perspective

We used Zeek [29] to generate connection logs from the
MAWTI dataset’s pcap traces. Since Zeek does not natively
record ECN support or IP ToS flags, we extended it to extract
and log this information. We analyzed traces captured on the
third Thursday of each month from January 2007 to July
2025 and focused primarily on TCP flows; § D discusses
traffic contributions from different protocols. Analysis of TCP
handshakes showed that, around late 2016, the share of flows
negotiating ECN began to increase steadily. Since 2017, ap-
proximately 3.8% of TCP flows with successful handshakes
included ECN negotiation. Fig. 7a presents the ratio of ECN-
enabled handshakes to all TCP handshakes over time.

Although ECN negotiation grew, a key question is whether
ECN is actively used during data transfer. To answer this ques-
tion, we categorized TCP flows using payload-size thresholds
of 0, 50, 1500, and 15,000 bytes, corresponding to no data, less
than one packet, one packet, and roughly ten packets, respec-
tively. Fig. 7b presents the percentage of ECN-enabled flows
across these flow-size categories; we applied an exponentially
weighted moving average (EWMA) with a window of six to
smooth short-term fluctuations. Flows exceeding 15,000 bytes
showed the highest proportion of ECN usage, indicating that
ECN is actively used in flows carrying substantial data traffic
rather than being limited to experimental or scanning traffic.

Takeaways. — From the perspective of a transit network,
ECN-enabled TCP remained a small fraction of flows but
increased steadily since 2017. The higher prevalence of ECN
in larger flows suggests that it is used in real applications
rather than being limited to experimental or scanning traffic.

B. Client-networks Perspective

We analyzed ECN signals observed on the M-Lab infras-
tructure during NDT tests, using one snapshot per month
from data collected between August 2021 and August 2025.
Our analysis covered 484.6 M IPv4 tests and 241.1 M IPv6
tests originating from 25 K and 3.9 K ASNs for IPv4 and
IPv6, respectively. The number of tests varied greatly across
networks, ranging from a single test to 3 M tests from
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over IPv4 and IPv6, from August 2021 to August 2025.

a single network. M-Lab annotates the data with network
metadata, including the client’s prefix, ASN, and AS name.
We further enriched the dataset with AS-type information
using bgp . tools network-type tags [30], whose maintainer
manually verifies the assigned tags for accuracy. Focusing on
mobile and residential ISP networks, we analyzed the top 50
networks of each type, reducing the sampled tests to 140 M
and 113 M for mobile and ISP networks in IPv4, and 69 M
and 46 M in IPv6, respectively.

We investigated the TCPI_OPT_ECN and
TCPI_OPT_ECN_SEEN signals, which indicate whether
the client negotiated ECN at the TCP level and whether an
ECN-capable transport (ECT) was actually used. Fig. 8a and
Fig. 8b plot the percentage of TCP-level ECN negotiations
and ECT signals per snapshot over IPv4 for mobile and ISP
networks, respectively. The fraction of ECN negotiations
varied more across mobile networks than ISP networks.
Despite this variation, we observed a general upward trend in
ECN negotiation in mobile networks, with almost a two-fold
increase in 2025 compared to 2021. This increase did not,
however, translate to ECN-enabled transport usage: Tests
were increasingly likely to negotiate ECN at the TCP level
while failing at the IP layer, suggesting ECN support growing
on endpoint devices but lagging along the mobile network
paths. In contrast, we observed an increase in ECT signals
from ISP networks despite a more moderate increase in ECN
negotiations compared to mobile networks.

We next examined ECN signals over IPv6 for mobile and
ISP networks (Fig. 8c and Fig. 8d, respectively). Although
we observed a similar upward trend, the fraction of ECN
negotiations was higher in both mobile and ISP networks over
IPv6 than over IPv4. Despite the increase in negotiation rates,
the ECT signal trend remained similar to IPv4—except that
IPv6 ISP networks consistently showed high ECT rates. To
contrast ECN support between IPv4 and IPv6, we aggregated
ECT signal counts from the most recent snapshot across all
networks and present the results as ECDFs per ISP (Fig. 9a)
and per mobile network (Fig. 9b). Among ISP networks,
50% achieved an 80% ECT success rate with IPv6, compared
to 40% with IPv4. Similarly, among mobile networks, 40%
and 25% reached an 80% success rate over IPv6 and IPv4,
respectively. These results indicate that IPv6 paths are more
ECN-friendly and may offer an avenue for performance im-
provements.
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Figure 9: ECDFs of ECT success rates per AS for ISP
and mobile networks, over IPv4 and IPv6, from the most
recent snapshot (August 2025). IPv6 paths consistently achieve
higher ECT success rates than IPv4 in both network types.

Takeaways.  Despite broad ECN-awareness across diverse
endpoints and a low likelihood of ECN bleaching, ECN
usage signals from client networks remained limited, sug-
gesting that client-side endpoint support was still lacking.
Full ECN support was available in only a small fraction
of mobile and ISP networks. Notably, IPv6 appeared to be
more ECN-friendly, with higher ECN negotiation and ECT
success rates than IPv4.

VI. RELATED WORK

ECN was first proposed in RFC 2481 [34] and standardized
in RFC 3168 [1] to enable routers to signal congestion without
packet loss. Its effective deployment, however, depends on
both end-system adoption and router (or AQM) support.

Early large-scale studies, such as [2], measured servers,
clients, and paths from multiple vantage points and reported a
clear rise in server willingness to negotiate ECN (17% com-
pared to 2% in [31]), while client initiation remained limited
and most path issues appeared near AS borders. Subsequent
work expanded the analysis with IPv4/IPv6 comparisons and
ISP vantage points, and observed about 30% ECN-capable
servers and 91% path preservation, though ECN use was still
rare [32]. ECN Spider [33] and later PathSpider [3]
scaled active measurements to hundreds of thousands of sites,
confirming that roughly 70% of top web servers negotiate ECN
and that ECN-related failures are uncommon (0.5%—1%).

A recent pre-print indicates an increase in server-side ECN
support, but also that more than 10% of ECN-enabled hosts
still experienced ECN bleaching [35]. APNIC’s recent study
shows that 2%-3% of clients initiate ECN negotiation, and
about one-third of paths still experience IP-level bleaching
across both IPv4 and IPv6 [36]. McQuistin et al. [37] eval-
uated UDP and found that nearly 99% of hops preserve



Table IV: Summary of prior Internet-wide ECN measurement studies and this work, comparing target datasets, vantage points,
ECN-capable server rates, path-bleaching rates, and passive usage observations.
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ECN markings, and Sander et al. [38] analyzed Internet-
scale QUIC/HTTP3 deployments, reporting that fewer than
2% of hosts successfully validate ECN. Overall, these studies
highlight a gradual ECN adoption but also reveal persistent
endpoint and path limitations.

Tab. IV summarizes prior ECN measurement studies along-
side our own work, comparing datasets, methodologies, and
observed adoption rates at endpoints and along paths. Al-
though these studies use different tools and datasets, the
evolution of ECN adoption across them is evident. Our work
extends prior efforts by measuring ECN adoption at a larger
scale and across more diverse target datasets and geographi-
cally distributed vantage points, and by complementing active
measurements with a longitudinal passive analysis.

VII. D1SCUSSION AND CONCLUSION

ECN [1] enables routers to signal congestion without drop-
ping packets, improving latency and throughput when broadly
deployed. Despite being standardized over two decades ago,
the extent to which endpoints and network paths actually
support it has remained unclear. Contemporary proposals such
as L4S [6] further raise the stakes: they build on ECN and
require both endpoints and network paths to support it reliably.
The heterogeneity of networking equipment and the differing
objectives of ISPs, mobile operators, and Internet exchange
points (IXPs) raise questions about whether this prerequisite
holds at Internet scale.

We conducted large-scale active measurements from seven
geographically distributed vantage points to quantify ECN
support at endpoints and along network paths. The vast ma-
jority of web servers are ECN-aware (97.98% IPv4, 94.71%
IPv6), and routers and middleboxes preserve ECN-related ToS
bits along more than 90% of paths. ECN bleaching, when it
occurs, is more prevalent in IPv4 (6.7%) than IPv6 (3.9%)
and concentrates in a small set of ASes. A small but non-
trivial fraction (3.26%) of IPv4 web servers fail basic ECN
compliance after a successful negotiation, and some large

ASes—notably Google (AS15169) over IPv6 and Microsoft
(As8075) over IPvd—exhibit high ECN-unaware ratios.

Our longitudinal passive analysis shows that ECN-enabled
TCP flows in transit networks grew steadily since 2017.
Client-side ECN negotiation in mobile networks has nearly
doubled since 2021, yet ECT signal delivery lags—suggesting
that endpoints have adopted ECN faster than the mobile
network paths they traverse. IPv6 paths consistently proved
more ECN-friendly than IPv4 across both active and passive
measurements.

Our study focuses on TCP endpoints (i.e., HTTP/1.x and
HTTP/2) and the IP layer. The growing adoption of HTTP/3
calls for a more thorough comparison of ECN support at
the endpoint and network levels; prior work provides an
initial view [38], and we leave a comprehensive investigation
for future work. Our path measurements operate at the IP
layer; TCP-level path transparency—whether network devices
alter TCP header flags or options—remains an open question.
Finally, we observed only rare CE markings, reflecting limited
AQM deployment; we leave a systematic investigation of their
distribution and prevalence for future work.

ECN adoption has progressed significantly: Server-side sup-
port is broad, and network infrastructure (elements) largely
preserves ECN signals. Yet adoption is uneven—a handful of
large ASes remain ECN-unaware, client-side ECT delivery in
mobile networks lags behind negotiation rates, and AQM de-
ployment remains sparse. Bridging these gaps is a prerequisite
not only for ECN-based mechanisms such as L4S, but for
realizing the latency and throughput benefits that motivated
ECN’s standardization over two decades ago.
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APPENDIX A
ETHICAL CONSIDERATIONS

We designed our measurement methodology to ensure ethi-
cal and responsible data collection [39]. To minimize potential
disruption, we limited probing rates and used dedicated mea-
surement servers. Our active measurements originated from
Amazon AWS vantage points, and we configured a reverse
DNS record that enables targets to request exclusion from
future scans. Our scanning procedure minimized impact: The
resolution step only performed DNS lookups, and web-server
scans opened a single connection and issued a lightweight GET
request without downloading any content. Each destination
received at most two connections—one with ECN and one
without—to reduce load. Path discovery relied on traceroutes
distributed over several days and across diverse routes to
avoid burdening intermediate devices. Finally, we obtained
IRB approval from the hosting institution.

APPENDIX B
FROM PREFIXES TO ASES, AND TO ORGANIZATIONS

We mapped IP addresses to ASNs and their associated
organizations using multiple data sources; all statistics here
refer exclusively to the Tranco top 1-million domains. First,
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Figure 10: Top 10 AS pairs where ECN bits arrive intact but
are bleached, for (a), (b) server endpoints and (c), (d) random
BGP prefix destinations.

we used pyasn [23] to map IP addresses and prefixes to their
corresponding ASNs. pyasn requires routing information
base (RIB) snapshots to perform this mapping; accordingly, we
retrieved a snapshot from the Route Views Project [40]. Using
this snapshot, pyasn identified 22,687 ASNs associated with
2,049,251 unique IP addresses across 239,835 unique prefixes
(/24 for IPv4 and /48 for IPv6). pyasn could not, however,
identify the ASN for 1672 IP addresses (1113 prefixes).
Second, we used the AS-to-Organization mapping dataset [24]
to map the ASNSs to their corresponding organizations. This
dataset mapped 19,905 unique ASNs to organizations but
could not associate 2385 ASNs with any organization.

To improve coverage further, we incorporated the GeoLite
ASN Database [25] as an additional data source. GeoLite
identified 22,650 unique ASNs, with a 99.4% overlap with
pyasn’s results. GeoLite resolved 94 IP addresses (59 ASNs)
that pyasn could not map; of those 59 ASNs, 56 were
already known to pyasn via other IP addresses, and 3 were
entirely new. Conversely, pyasn resolved 67 IP addresses
(40 ASNs) that GeoLite missed; roughly half of those ASNs
appeared elsewhere in GeoLite’s database, while the other half
were unknown to GeoLite entirely. In total, neither approach
could assign an ASN to 1578 IP addresses (0.07% of all IP

addresses). For organization names, GeoLite provided 21,393
unique organizations, improving coverage for the 2385 ASNs
that the AS-to-Organization dataset could not resolve. GeoLite
successfully mapped every ASN that the AS-to-Organization
dataset resolved. By combining both methods, we ensured that
every IP address associated with an ASN could also be mapped
to an organization.

APPENDIX C
ASN-LEVEL ANALYSIS OF ECN BLEACHING

ECN bleaching anywhere along the path violates ECN’s
end-to-end semantics and prevents the congestion signal from
reaching the sender. We focus on the top 10 AS pairs where
the ECN bits arrive intact at the first AS but are bleached by
the second. For IP addresses that our mapping method (Ap-
pendix B) could not associate with an ASN or organization,
we report them as is.

Fig. 10 presents the results at the AS level. For IPv4 desti-
nations, Twelve99 (AS1299) is the dominant AS responsible
for bleaching. For IPv6, the responsible ASNs remain largely
unidentified despite many flows exhibiting bleaching.

APPENDIX D
PROTOCOL SHARE IN THE MAWI DATASET
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Figure 11: Share of TCP, UDP, and other protocols over time
in the MAWI dataset (January 2007 to July 2025).

Fig. 11 shows the share of TCP, UDP, and other protocols
over time. Of the 3,954,335,425 total captured flows, 31.23%
are TCP, 10.51% are UDP, and the remaining 58.26% corre-
spond to other protocols. The growth in non-TCP/UDP traffic
stems largely from a surge in ICMP flows, reflecting large-
scale Internet scanning activity.



