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Table 1: An investigation of the governance structures of 51 DeFi protocols. ID refers to the assigned id for the DAO,
which should be used by the reader when identifying DAOs later in the paper. ‘RegReq’ refers to if voter registration is
required, and it is ‘No Registration ( �)’ or ‘Anon. Registration ( �)’ or ‘KYC (�)’. ‘RegMeth’ refers to Voter Registration
Method takes one of 2 values—‘Token Holding (H)’, ‘Token Staking (S)’ ‘Voting Modality (VM)’ has three options, and
they are ‘Direct (D)’, ‘Delegation (D •)’, and ‘Representative (R)”. ‘Call for Referendum (Call)’ is one of ‘Voter Initiated
(�)’, ‘Authority Initiated (�)’, or Anybody (�). Voting platform (‘VPlat’) is either on-chain (l) or off-chain (m). ‘Voting
Format (Vot Fmt.)’ can be ‘Periodic Voting (�)’, ‘Continuous Polling (�)’, ‘Voting Type (Vot. Typ.)’ can be ‘Proactive (P)’,
‘Reactive (R)’, ‘Voting Aggregation (Vot. Agg)’ can be ‘Vote Differential (V)’, ‘Majority (M)’, ‘Threshold (T)’, or ‘Plurality
(P)’. ‘Certification (Cert.)’ is one of {‘Centralized (C)’, ‘Optimistic Certification (OC)’, Anybody (�)}. ‘Execution (Exec.) is
one of {‘Centralized (C)’, ‘Decentralized (D)’}. ‘Veto (Veto)’ is one of {‘Vote Initiator (VI)’, ‘Veto Authority (VA)’, ‘Nobody
(–)’ }. Note that Optimsim, Arbitrum and Synthetix (#49, #50 and #51) have their DAOs on Layer-2 blockchains (Optimism
and Arbitrum) built on top of Ethereum, so we exclude them from empirical analysis we have done in the paper. However,
these 3 DAOs can still be classified along these different dimensions.

ID Protocol RegReq RegMeth VM Call Vot. Plat. Vot. Fmt. Vot. Typ. Vot. Agg Cert. Exec. Veto.

1 Uniswap [9] � H D, D •
� l � P M � � VI

2 ENS [10] � H D, D •
� l � P M � � VA

3 Maker [11] � S D � l � P P � � –
4 Lido (Easy Track) [12] � H D � l � R M � � VI, VA
4 Lido Governance [13] � H D � l � P M � � –
5 Frax Finance Omega [14] � S D, D •

� l � R M � � VA
5 Frax Finance Alpha [14] � S D, D •

� l � R M � � -
6 AAVE [15] � H, S D, D •

� l � P V � � VA
7 Compound [16] � H D, D •

�� l � P M � � VI, VA
8 Radicle [17] � H D, D •

� l � P M � � –
9 0x Protocol [18] � S D, D •

� l � P M � � –
10 Gitcoin [19] � H D, D •

� l � P M � � –
11 Silo Finance [20] � H D, D •

� l � P M � � –
12 Lyra [21] � S D, D •

� l � P M � � VA
13 API3 [22] � S D, D •

� l � P M � � –
14 Ampleforth [23] � H D, D •

� l � P M � � VI
15 Instadapp [24] � H D, D •

� l � P M � � VI, VA
16 Rari [25] � S D, D •

� l � P M � � VI, VA
17 NounsDAO [26] � H D, D •

� l � P M � � VI, VA
18 Curve [27] � S D � l � P T � � –
19 Origin [28] � S D, D •

� l � P M � � VI
20 Hop DAO [29] � H D, D •

� l � P M � � –
21 Cryptex [30] � H D, D •

� l � P M � � –
22 Angle Protocol [31] � S D, D •

� l � P M � � VI, VA
23 DxDao [32] � H D � l � P T � � –
24 Nexus Mutual [33] � H D � l � P M �, C � VA
25 Goldfinch [34] � H D, D •

�� m � P M C C VI, VA
26 ParagonsDAO [35] � H, S R � m � P T C C VI, VA
27 Illuvium [36] � S R � m � P T C C VI, VA
28 SuperRare [37] � H D, D •

� m � P M C, OC C VI, VA
29 Mantle [38] � H D, D •

� m � P M C C VI, VA
30 Res. Hub Fdn. [39] � H D �� m � P M C C VI, VA
31 Stargate Finance [40] � S D, D •

�,� m � P M C C VI, VA
32 Uma [41] � S D, D •

� m � P M C C VI, VA
33 Cowswap [42] � H, S D, D •

�� m � P M C, OC C VI, VA
34 Sturdy Finance [43] � H D �� m � P M C C VI, VA
35 Euler [44] � H D, D •

�� m � P M C C VI, VA
36 SAFE [45] � H, S D, D •

�� m � P M C C VI, VA
37 Tokenlon [46] � H, S D � m � P M C C VI, VA
38 Botto [47] � S D � m � P M C C VI, VA
39 Balancer [48] � S D, D •

�� m � P M C C VI, VA
40 Sushiswap [49] � S D, D •

� m � P M C C VI, VA
41 Gearbox [50] � S D, D •

�� m � P M C C VI, VA
42 Paraswap [51] � S D, D •

�� m � P M C C VI, VA
43 Alchemix [52] � H, S D, D •

� m � P M C C VI, VA
44 1Inch [53] � S D, D •

�� m � P M C C VI, VA
45 Shutter DAO 0x36 [54] � H D, D •

�,� m � P M C C VI, VA
46 Yearn Finance [55] � S D, D •

�� m � P M C C VI, VA
47 Shapeshift [56] � H, S D, D •

�� m � P M C C VI, VA
48 Decentraland [57] � H D, D •

� m � P M C C VI, VA
49 Optimism [58] � H D, D •

� l � P M � � VA
50 Arbitrum [59] � H D, D •

�� l � P M �, C � VA
51 Synthetix [60] � H R � m � P T C C VA
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Who can participate in 
governance?
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Registration
• Owning Governance Tokens is not enough!!!


• 39 (76%) DAOs require registration
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Registration: Token Holding vs. Staking
• Token Holding
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Governance and Monetary Rights
• Governance Tokens have both governance and monetary rights !!!
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Public Markets
• Custodians own a lot of tokens
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Public Markets
• For 44% of DAOs, there are more tokens in Markets than are registered to 

vote
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How is governance power 
exercised?
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Post-Voting Period
• Voting Aggregation


• Certification 

• Execution
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Post-Voting Period
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• Optimistic Certification: Allow anybody to certify a proposal by putting 
down some collateral (money)
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Decision made by 
an impartial third-
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Compound Case Study
• We can characterise what can go wrong


• Real-attack on Compound protocol to take approx. $25 million
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Voter Apathy and Vote Sniping
• On-chain voting has a cost


• Over 582K Votes (over 82%) were cast in the last 30 minutes
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Table 1: An investigation of the governance structures of 51 DeFi protocols. ID refers to the assigned id for the DAO,
which should be used by the reader when identifying DAOs later in the paper. ‘RegReq’ refers to if voter registration is
required, and it is ‘No Registration ( �)’ or ‘Anon. Registration ( �)’ or ‘KYC (�)’. ‘RegMeth’ refers to Voter Registration
Method takes one of 2 values—‘Token Holding (H)’, ‘Token Staking (S)’ ‘Voting Modality (VM)’ has three options, and
they are ‘Direct (D)’, ‘Delegation (D •)’, and ‘Representative (R)”. ‘Call for Referendum (Call)’ is one of ‘Voter Initiated
(�)’, ‘Authority Initiated (�)’, or Anybody (�). Voting platform (‘VPlat’) is either on-chain (l) or off-chain (m). ‘Voting
Format (Vot Fmt.)’ can be ‘Periodic Voting (�)’, ‘Continuous Polling (�)’, ‘Voting Type (Vot. Typ.)’ can be ‘Proactive (P)’,
‘Reactive (R)’, ‘Voting Aggregation (Vot. Agg)’ can be ‘Vote Differential (V)’, ‘Majority (M)’, ‘Threshold (T)’, or ‘Plurality
(P)’. ‘Certification (Cert.)’ is one of {‘Centralized (C)’, ‘Optimistic Certification (OC)’, Anybody (�)}. ‘Execution (Exec.) is
one of {‘Centralized (C)’, ‘Decentralized (D)’}. ‘Veto (Veto)’ is one of {‘Vote Initiator (VI)’, ‘Veto Authority (VA)’, ‘Nobody
(–)’ }. Note that Optimsim, Arbitrum and Synthetix (#49, #50 and #51) have their DAOs on Layer-2 blockchains (Optimism
and Arbitrum) built on top of Ethereum, so we exclude them from empirical analysis we have done in the paper. However,
these 3 DAOs can still be classified along these different dimensions.

ID Protocol RegReq RegMeth VM Call Vot. Plat. Vot. Fmt. Vot. Typ. Vot. Agg Cert. Exec. Veto.

1 Uniswap [9] � H D, D •
� l � P M � � VI

2 ENS [10] � H D, D •
� l � P M � � VA

3 Maker [11] � S D � l � P P � � –
4 Lido (Easy Track) [12] � H D � l � R M � � VI, VA
4 Lido Governance [13] � H D � l � P M � � –
5 Frax Finance Omega [14] � S D, D •

� l � R M � � VA
5 Frax Finance Alpha [14] � S D, D •

� l � R M � � -
6 AAVE [15] � H, S D, D •

� l � P V � � VA
7 Compound [16] � H D, D •

�� l � P M � � VI, VA
8 Radicle [17] � H D, D •

� l � P M � � –
9 0x Protocol [18] � S D, D •

� l � P M � � –
10 Gitcoin [19] � H D, D •

� l � P M � � –
11 Silo Finance [20] � H D, D •

� l � P M � � –
12 Lyra [21] � S D, D •

� l � P M � � VA
13 API3 [22] � S D, D •

� l � P M � � –
14 Ampleforth [23] � H D, D •

� l � P M � � VI
15 Instadapp [24] � H D, D •

� l � P M � � VI, VA
16 Rari [25] � S D, D •

� l � P M � � VI, VA
17 NounsDAO [26] � H D, D •

� l � P M � � VI, VA
18 Curve [27] � S D � l � P T � � –
19 Origin [28] � S D, D •

� l � P M � � VI
20 Hop DAO [29] � H D, D •

� l � P M � � –
21 Cryptex [30] � H D, D •

� l � P M � � –
22 Angle Protocol [31] � S D, D •

� l � P M � � VI, VA
23 DxDao [32] � H D � l � P T � � –
24 Nexus Mutual [33] � H D � l � P M �, C � VA
25 Goldfinch [34] � H D, D •

�� m � P M C C VI, VA
26 ParagonsDAO [35] � H, S R � m � P T C C VI, VA
27 Illuvium [36] � S R � m � P T C C VI, VA
28 SuperRare [37] � H D, D •

� m � P M C, OC C VI, VA
29 Mantle [38] � H D, D •

� m � P M C C VI, VA
30 Res. Hub Fdn. [39] � H D �� m � P M C C VI, VA
31 Stargate Finance [40] � S D, D •

�,� m � P M C C VI, VA
32 Uma [41] � S D, D •

� m � P M C C VI, VA
33 Cowswap [42] � H, S D, D •

�� m � P M C, OC C VI, VA
34 Sturdy Finance [43] � H D �� m � P M C C VI, VA
35 Euler [44] � H D, D •

�� m � P M C C VI, VA
36 SAFE [45] � H, S D, D •

�� m � P M C C VI, VA
37 Tokenlon [46] � H, S D � m � P M C C VI, VA
38 Botto [47] � S D � m � P M C C VI, VA
39 Balancer [48] � S D, D •

�� m � P M C C VI, VA
40 Sushiswap [49] � S D, D •

� m � P M C C VI, VA
41 Gearbox [50] � S D, D •

�� m � P M C C VI, VA
42 Paraswap [51] � S D, D •

�� m � P M C C VI, VA
43 Alchemix [52] � H, S D, D •

� m � P M C C VI, VA
44 1Inch [53] � S D, D •

�� m � P M C C VI, VA
45 Shutter DAO 0x36 [54] � H D, D •

�,� m � P M C C VI, VA
46 Yearn Finance [55] � S D, D •

�� m � P M C C VI, VA
47 Shapeshift [56] � H, S D, D •

�� m � P M C C VI, VA
48 Decentraland [57] � H D, D •

� m � P M C C VI, VA
49 Optimism [58] � H D, D •

� l � P M � � VA
50 Arbitrum [59] � H D, D •

�� l � P M �, C � VA
51 Synthetix [60] � H R � m � P T C C VA
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Who can participate in 
governance?
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Registration
• Owning Governance Tokens is not enough!!!


• Most protocols (39 out of 51) require registration
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• Why require Registration?


• Gatekeeping


• Size of the electorate
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Registration: Anonymous vs Verified

Anonymous Verified

37 total 2 total
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Anonymous Registration
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Verified Registration
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Registration: Token Holding vs. Staking
• Token Holding
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Registration: Token Holding vs. Staking
• Token Holding


• Token Staking
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Governance and Monetary Rights
• Governance Tokens have both governance and monetary rights !!!
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Public Markets
• Custodians own a lot of tokens
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Public Markets
• For 44% of DAOs (16 of 36), there are more tokens in Markets than are 

registered to vote
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Public Markets
• Taking a real-world analogy, brokers allow users on their platform to vote
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Voting via Proxies
• Direct Voting


• Delegated Voting


• Representative Voting
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Voting via Proxies
• Delegated Voting

Delegates
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Voting via Proxies
• Most DAOs have both Direct and Delegated Voting


• Only 7 DAOs allow for only direct voting 

Delegates
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Voting via Proxies
• Representative Voting


• Only 3 DAOs use this
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How is governance power 
exercised?
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Lifecycle of a proposal

Ref. birth Vot. platform Vot. aggregation

Voting Delay

Pre-Voting Period
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Centralized Execution Delay
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Execution
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    Anybody

Vot. type

Periodic

Continuous

Proactive

Reactive

Vot. Format

Veto
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Pre-Voting Period
• Who initiates a proposal?
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Voting Period
• Voting Platform 

• Voting Format


• Voting Type

94

Ref. birth Vot. platform Vot. aggregation

Voting Delay

Pre-Voting Period

Voter

Authority

W
ho

 in
iti

at
es

?

on-chain

off-chain

Single Multiple

Maj.
Vote Diff.
Thresh.

Plu.

Voting Period Post-Voting Period

Certification

Centralized Execution Delay

    Anybody

Execution

Centralized

    Anybody

Vot. type

Periodic

Continuous

Proactive

Reactive

Vot. Format

Veto



Voting Period
• Voting Platform 

• On-chain
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Voting Period
• Voting Platform 

• On-chain Voting with pre-vote polling
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Voting Period
• Voting Platform 

• On-chain Voting with pre-vote polling
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Post-Voting Period
• Voting Aggregation


• Certification 

• Execution

Ref. birth Vot. platform Vot. aggregation
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• Certification 
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• Generally for DAOs with on-chain voting
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Post-Voting Period
• Certification 
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Veto
• Veto is needed !!!
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Veto
• Vote Initiator 

• The initiator of the vote can cancel the proposal
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• Veto Authority 

• Specific authority has the power to veto any proposal
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Compound Case Study
• We can characterise what can go wrong


• Real-attack on Compound protocol to take approx. $25 million
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Attack Timeline

Date Amount to 
be taken

Votes 
For

Votes 
Against

Succeeded
?

   May 6th 92,000 
COMP 95.865 710.978

July 15th 92,000 
COMP 116.530 578.664

July 24th 499,000 
COMP 682.191 633.636
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Compound Case Study
• Exploit 3 critical vulnerabilities:


• Anonymous Registration


• Voter Apathy and Vote Sniping


• Lack of Oversight
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Anonymous Registration
• Nobody knew how large the malicious party was !!!

112



Vulnerabilities
• Exploit 3 critical vulnerabilities 


• Anonymous Registration


• Voter Apathy and Vote Sniping 

• Lack of Oversight

113



Voter Apathy and Vote Sniping
• On-chain voting has a cost


• Over 582,000 Votes (over 82%) were cast in the last 30 minutes
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Vulnerabilities
• Exploit 3 critical vulnerabilities 


• Anonymous Registration
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• Lack of Oversight
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Lack of Oversight
• No Veto Authority !!!
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Conclusion
• Classified DAOs along different security critical dimensions 


• Decentralisation vs Security
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Conclusion
• “An algorithmically managed decentralized autonomous organisation may 

only form under this chapter if the underlying smart contracts are able to be 
updated, modified or otherwise upgraded”
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